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SUMMARY
Backend Engineer with 1+ year of production experience architecting REST APIs, real-time systems, and AI-powered automation using Node.js, TypeScript, and MongoDB. Built an agentic SOC analyst at SafeAeon powered by AWS Bedrock (Claude) with 17 integrated tools, automating security triage end-to-end and reducing manual analyst effort by 80%. Track record of optimizing backend performance, designing secure multi-tenant systems, and contributing to production-grade open-source projects (8k+ GitHub stars).
SKILLS
Languages  TypeScript · JavaScript · C++
Backend  Node.js · Express.js · MongoDB · REST APIs · SSE · WebSockets · WebRTC · GraphQL
AI & Automation  AWS Bedrock · Tines · Agentic Workflows
DevOps & Cloud  Docker · AWS EC2 · Git · GitHub · Render · Vercel · Nginx · CI/CD
Security  JWT Auth · RBAC · Rate Limiting
Tools  Postman · Qdrant · Jina AI · Redis · BullMQ
PROFESSIONAL EXPERIENCE
Backend Engineer  ·  SafeAeon	07/2025 – Present  ·  Mohali
1. Architected an AI-powered SOC analyst from scratch in Node.js/TypeScript — polls for new investigations, triggers AWS Bedrock (Claude) with 17 integrated tools (Rapid7 SIEM + threat intel APIs), and auto-generates concise triage summaries, reducing manual analyst effort by 80%
· Engineered a multi-tenant customer portal with RBAC, JWT authentication (refresh token rotation + blacklisting), and rate limiting — securing all backend endpoints for 50+ enterprise clients
· Optimized backend performance via query tuning (MongoDB indexing, aggregation pipelines) and Redis caching, slashing API response times by 30% across high-traffic endpoints; deployed via Docker + AWS EC2 with automated CI/CD pipelines
PROJECTS
SecondBrain  ·  Full-Stack Knowledge Management Platform	10/2025 – 01/2026
secondbrain.adamhq.site
· Built a production-grade MERN + TypeScript knowledge management platform with GitHub/Google OAuth, real-time WebSocket updates, and an analytics dashboard; served 200+ registered users on AWS EC2 + Vercel
· Architected a semantic search pipeline using Qdrant vector embeddings and Jina AI with async BullMQ job processing — handles 100+ concurrent jobs and delivers sub-second natural language search across thousands of documents
· Designed a modular RESTful API with clean service separation across scraping, embedding, and search layers, maintaining average response times under 200ms at 95th percentile
Library Management API  ·  Open Source Contribution	03/2025 – 07/2025
· Built 25+ CRUD REST API endpoints with JOI/Zod input validation, MongoDB relationships, and efficient pagination, supporting 500+ records with sub-100ms response times
· Implemented reusable middleware for authentication, request validation, centralized error handling, and API rate limiting — reducing boilerplate by 40%
· Merged into the public-apis open-source repository (8k+ GitHub stars), rigorously reviewed and validated as a production-quality public API serving 1k+ daily requests
CERTIFICATIONS
· Postman API Expert Certification — REST API design, testing, authentication flows, documentation, and test automation
· Tines Advanced Certification — Advanced Agentic workflows and multi-platform security integrations
EDUCATION
B.E. Computer Science (Honours) · Information Security	2021 – 2025
Chandigarh University, India  CGPA: 7.89
